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. 21650 Oxaord Streey
Health Net Weodland Hills, CA 91367

Maich 14, 201}

The Honorable LB, Van Hollen
114 East State Capitol
Madison, WI $3707.71857

Fax: {608) 267-2779

Dear Me. Atlorney General;

We wriie to inform you about a recent information securily incident involving the personsi information of
certain former and current Health Net members, employces, and health care providers.

On Sanuary 21, 2011, I8M, Health Nev's vendor responsible for managing Health Net's [T mfrastruciure,
notified Health Net of an inventory discrepancy regarding cestain server drives, Specifically, 1BM informed us thal
the company coutd not tocate several hard disk drives that were being deconmissioned as part of the move of Heskth
Net’s data center operations from Rancho Cordova, California 1o TBM’s facility in Boulder, Colorado, We prompily
hegan an investigation of the incident, which is continuing. The incident slso was ceported to Jocal authorities fn
Rancho Cordova, Calitornia, Hased on our investigation, we have reason to believe that the hard disk drives
eomained Health Net members’®, employees” gnd hesfth care providess® personal information, which may include
names, addresses, health information, Sneial Security numbers andfor financlal information. We are continving to
take steps (including working with external security specialisis) wo fnvestigate this incident, further enhance our
security and help prevem this type of incident frorn happening in the future,

Approximarcly 7468 individuals whe may be affected by this incidant are residents of YOuF state or
jurisdiction, While the investigation continues, Health Net has made the decision out of an sbundance of caution fo
notify affecied individuals. Attached for your reference are copies of the notices that Health Nex will send 1o the
affected individuals. We will mail 1he notices 1o the affected individuals starting the week of March 14, 2011,

As more fully deseribed i the ausched notices, Hcalth Net wilt otfor the aftected individuals two years of
free identity protection through the Debix Identily Protection Network. These secvices also include $1 mitlion in
identity theR insurance coverage and reimbursenient for sny fees sssociated veith applying or thawing a credit
freeze,

IT you have any questions. please do nothesitate 1o contact me.

Shacerely,

‘

!/,l'.f.-l onas 11 l\"‘""‘ﬁ( o

Pawicia T, Clarey

SV, Chief Regulatory & Externa) Relations Otficer
Health Ney, Inc.

21630 Oxpard Sveer

Woodland Hills, California 91367

$18-676-5304

patriciz tLekarey @healthnet.com
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(9 Health Net’ DEEIX

Processing Center, P.O. Box 3825, Suwanee, GA 30024 Free Identity Protection
Activation Code: 159446038

Enroll at www.debix,com/healthnet
Assistance Hotline: (855) 434-8081
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@ Iohn Q Sampie March 14, 2011

123 Anysireet
Anylown, US 12345-6789
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Dear John Q Sample,

We are writing to inform you of an incident involving the personal information of certain fonner and current
Health Net members.

On January 21, 2011, IBM, which handles Health Net's data center operations, notified Health Net of an
information security incident. Specifically, IBM informed us that the company could not focate several hard
disk drives that had been used in Health Net’s corporate servers and that IBM was handling on behalf of Health
Net, We promptly began an investigation of the incident, which is continuing. Based on our investigation, we
have reason to believe that information that perfains to you is included on the hard disk drives. The information
included details such as your name, address, health information, Social Security number and your financial
information, We are writing fo tell you about the incident out of an abundance of caution and to call your
attention to the steps you may take to help protect yourself,

To help safeguard you from misuse of your personal information, we have arranged for you to receive two years
of identity protection through the Debix Identity Protection Network, at no cost to you, If the recipient of this
letter is under the age of eighteen, we have arranged for the individual 1o receive two years of identity theft
protection services with Debix ChildScan. To receive this identity protection service, you must register within
120 days from the date of this letter using the aclivation code listed at the top of this leiter. You may register
for the identily protection service online at www.debix.com/healthnet, by mail using the enclosed mail-in
registration form, or by calling (855) 434-8081. We have enclosed a Reference Guide that describes the Debix
Identity Protection Network services in detail, explains the registration process, and suggests other steps you
may take to help protect yourself, including recommendations by the Federal Trade Commission regarding
Identity theft protection, and details on how to place a fraud alert or a securily freeze on your credit file.
Additionally, Health Net has arranged for you to be reimbursed for any fees assoclated with applying or
thawing a credit freeze for a two year period. To fearn more, please contact Debix at (855) 434-8081.

Whether or nof you choose to enrofl in the free Debix Identity Protection Network service, you should continue
to check your credit report perfodically to ensure fraudulent activity has not occurred. Even if you do not find
any signs of fraud on your report, we recommend that you remain vigitant and check your credit report
periodically. We also recommend that you regularly review the explanation of benefit statements you receive

e ... from Health Net,_If you see any service that you believe you did not receive, please contact Health Netatthe

phone number specified on your statement.

Keeping your personal information secure is of the utmost importance to us. We sincerely regret any 3
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inconvenience or concern this event may cause you, In the meantime, we urge you to take advantage of the
services available to you. We are taking steps to enhance our security and to help prevent this type of incident
from happening in the future.

If you have questions regarding this incident or the Debix Identity Protection Network, please call (855) 434-
8081 toli-free Monday through Saturday, 7:00 a.m. to 7:00 p.m, PST (TTY/TDD use 71 1.

Sincerely,

i\a}ﬂx\,

James Woys
Chief Operating Officer
Health Net, Inc.

Reference Guide

In addition to other details, this Reference Guide includes information suggested by the foliowing states:
Hawaii, lowa, Maryland, Massachusetts, Michigan, Missouri, North Carolina, Oregon, Vermont, Virginia, West
Virginia, and Wyoming,

We encourage individuals recsiving this letter to take the following steps:

Register for Credit Monitoring, To receive hwo years of identity protection under the Debix Identity
Protection Network, please register 120 days from the date of this letter, as explained in the “How to Enrol}”
section below. Debix has indicated that its service includes:

¢ OnCall Credit Alerts — you will receive actionable OnCall Credit Alerts by phong when there are ¢changes
in your credit file.

+ OnCall lnvestigation Team — live OnCall investigators will assist you if an issue occurs related 1o this
incident, and will help file cases with law enforcement.

¢+ OnCall Atack Reports — this allows Health Net to know if data is being used by identity thieves.

¢ $1 Million Insurance — his service includes comprehensive identity restoration and $1 million in identity
theft insurance coverage to cormrect fraud.

+ Debix Recovery Services - this service provides assistance in restoring your credit file.

From the date that you establish your account, Debix will enroll you in OnCall Credit Monitoring and you will
receive OnCall Credit Alerts regarding changes in your credit file. Using your phone, you can review and verify
these credit alerts, Debix OnCall investigators are available to assist you in the event that you suspect fraud.

How to Envoll, You will need fo provide the activation code that is listed below. You may register onfine at
www.debix.com/healthnet, by mail using the enclosed mail-in registration form, or by phone by calling (855)
434-8081 toll-free Monday through Saturday, 7 a.n. to 7 p.m, PST (TTY/TDD use 711). Activation codes are
specific to each individual and cannot be used multiple times.

DEBX

ot e e - o TRty Protaction Hetweck
Frae Identlty Protection
Activation Code: 159446038

Enrol at www.debix.convhealthnet
Assistance Hotline: (855) 434-8081
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lIP Health Net’ DEBX

Processing Center, P.O. Box 3825, Suwanee, GA 30024 Fres Identity Protection
Activation Code: 155492036
Enroll at www.debix,.com/healthnet
Assistance Hotline: (855) 434-8081
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123 Anystreet
Aunvtown, US 12345-6789
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Dear John Q Sample,

We are writing to inform you of an incident involving the personal information of certain former and current
Health Net members.,

On January 21, 2011, IBM, which handles Health Net’s data center operations, notified Health Net of an
information security incident. Specifically, IBM informed us that the company could nof locate several hard
disk drives that had been used in Health Net's corporate servers and that IBM was handling on behalf of Health
Net. We promptly began an investigation of the incident, which is continuing. Based on our investigation, we
have reason to believe that information that pertains to you is included on the hard disk drives. The information
included details such as your name, address, and health information. Nelther yoitr Social Security number nor
Sinancial information was included it the information on the drives’ We are writing to tell you about the
incident out of an abundance of caution and to call your attention to the steps you may take to help protect
yourself,

To help safeguard you from misuse of your personal information, we have arranged for you to receive two years
of identity protection through the Debix Identity Protection Network, at no cost fo you, If the recipient of this
letter is under the age of cighteen, we have arranged for the individual to receive two years of identity theft
protection services with Debix ChildScan. To receive this identity protection service, you must register within
120 days from the date of this letter using the aclivation code listed at the top of this letter, You may register
for the identity protection service online at www,debix.com/healthnet, by mail using the enclosed mail-in
registration form, or by calling (855) 434-8081. We have enclosed a Reference Guide that describes the Debix
Identity Protection Network services in detail, explains the registration process, and suggests other steps you
may take to help protect yourself, including recommendations by the Federal Trade Commission regarding
identity theft protection, and details on how to place a fraud alert or a security freeze on your credit file.
Additionally, Health Net has arcanged for you to be reimbursed for any fees assoclated with applying or
thawing a credit freeze for a two year period. To leam more, please contact Debix at (855) 434-8081.

Whether or not you choose to enroll in the free Debix Identity Protection Nelwork service, you should continue
to ¢heck your credit report periodically to ensure fraudulent activity has not oceurred, Even if you do not find
any signs of fraud on your report, we recommend that you remain vigilant and check your credit report
periodically,. We also recommend. that you regularly. review.the explanation.of benefit statements you receive—— . _.
from Health Net. If you see any service that you believe you did not receive, please contact Health Net at the
phone number specified on your statement,

Keeping your personal information secure is of the utmost importance to us. We sincerely regret any
inconvenience or concern fhis event may cause you. In the meantime, we urge you to take advantage of the
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services available to you. We are taking steps 10 enhance our security and to help prevent this type of incident
. from happening in the future. '

If you have questions regarding this incident or the Debix Identity Protection Network, pease call (BSS) 434-
8081 toll-free Monday through Saturday, 7:00 a.m. to 7:00 p.m, PST(TTY/TDD use 71 1.

Sincerely,

K&W‘H\/
James Woys

Chief Operating Officer
Health Net, Inc.

Reference Guide

In addition to other details, this Reference Guide inchudes information suggested by the following states:
Hawaii, Jowa, Maryland, Massachusetts, Michigan, Missouri, North Carolina, Oregon, Vermont, Virginia, West
Virginia, and Wyoming.

We encourage individuals receiving this lefter (o take the following steps:

Register for Credit Monitoring, To receive two years of identity protestion under the Debix Identity
Prolection Network, please register 120 days from the date of this letter, as explained in the “How to Enroll”
section below. Debix has indicated that its service includes:

¢ OnCall Credit Alerts ~ you will receive actionable OnCall Credit Alerts by phone when there are changes
in your credit file,

OnCall Investigation Team — live OnCal! investigators will assist you if an issue occurs related to this
incident, and will help file cases with law enforcement.

OnCall Attack Reports ~ this allows Health Net to know if data is being used by identity thieves.

$1 Million Insurange = this service includes comprehensive identity restoration and $1 milfion in identity
theft insurance coverage to correct frand,

+ Debix Recovery Services - this service provides assistance in restoring your credit file,

From the date that you establish your account, Debix will enrol) you in OnCall Credit Monitoring and you wilt
receive OnCall Credit Alerts regarding changes in your credit file. Using your phone, yon can review and verify
these credit alens. Debix OnCall investigators are available to assist you in the event that you suspect fraud.

Hoy to Envoll, You will need to provide the activation code that is listed below. You may register online at
www.dcbix.com/healthnet, by mail using the enclosed mail-in registration form, or by phone by calling (855)
434-8081 toll-free Monday through Saturday, 7 a.m. fo 7 p.m, PST (TTY/TDD use 711). Activation codes are
specific to each individual and cannot be used multiple times,
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Free Identity Protection

Activation Code: 155492036
Enroll at www.debix.com/healthnel
Assistance Hotline: (855) 434-3081




Order Your Free Credit Report, You are entitled under U.S. law to one free credit report annually from each
of the three national credil bureaus.

To order your free credit report, visit www.annualereditreport.com, call 877-322-8228 toll-free, or complete the
Annual Credit Report Request Form on the Federal Trade Commission's website at www. ftc.gov and mail it to:
Anoual Credit Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. The credit bureaus provide
free annual credit reports only through the website, toll-free mumber or request form.

When you receive your credit report, review it carefully, Look for accounts you did not open (note that some
companies bill under names other than their store names; the credit bureau will be able to tell you when that is
the case). Look in the “inquiries” section for names of creditors from whom you haven’t requested credit,
Lock in the “personal information” section for any inaccuracies in your information, stich as home address and
Social Security number. If you see anything you do not understand, call the credit bureau at the telephone
number specified in the report. Errors in this Information may be a warning sign of possible identity theft.

You should nolify the credit bureaus of any inaccuracies In your report, whether due to eiror or fraud, as soon as
possible so the information can be investigated and, if found to be in error, corrected. If there are accounts or
charges you did not authorize, immediately notify the appropriate credit bureau by telephone and in writing. If
you find items you do not understand on your report, call the credit bureau at the number given on the report,
Credit bureau staff will review your report with you. If the information can’t be explained, you will need to cal)
the creditors involved. Information that can’t be explained also should be reported to your focal police or
sheriff’s office because it may signal criminal activity,

Federal Trade Commission (FTC) Recommendations. If you detect any unauthorized transactions in your

financial account, promplly notify your financial institution or your debit or credit ¢ard compauy. If you detect
any incident of identity theft or fraud, prompily report the incident to your local law enforcement authorities,
your slate Attorney General and the FTC, If you believe your identity has been stolen, the FTC recommends
that you take these additional steps:

¢ Close the accounts that you have confirmed or believe have been tampered with or opened fraudulently.
Use the FTC’s ID Theft Affidavit (available at www.fic.gov/idtheft) when you dispule new unauthorized
accounts.
_* Filealocal police report, Obtain a copy of the police report and submit it to your creditors and any others
that may require proof of the identity theft crime.

You can contact the FTC to learn more about how to prolect yourself from becoming a victim of identity theft at:

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-IDTHEFT (438-4338)
wiw.fte.goviidtheft/

Place a Fraud Alert on Your Credit File, To help protect yourself from possible identity thefl, consider

placing a fraud alert on your credit file. A fraud alert helps protect you against the possibility of an identity

thief opening new credit accounts in your name. When a merchant checks the credit history of someone

applying for credit, the merchant gets a notice that the credit file may have been affected by.identity theft. The

alert natifies the merchant fo take steps lo verify the identily of the applicant. You can place a fraud alert on =
your credit file by calling any one of the credit bureaus at the toll-free telephone numbers provided below. You =
will reach an automated telephone system that allows you to flag your file with all three credit bureaus. =
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Equifax Experian TransUnion

P.O. Box 740241 P.O, Box 9532 Frand Victim Assistance Division
Atlanta, Georgla 30374-0241  Allen, Texas 75013 P.O. Box 6790
877.478-7625 888-397.3742 Fullerton, California 92834-6790
www.equifax.com www. experian.com 800-680-7289

wiww. transunion.com

Place a Security Freeze on Xour Credit File, You may wish to place a “security freeze” (also known as a
“credit freeze") on your credit file. A security freeze Is designed to prevent potential creditors from accessing
your credit report at the three natlonal credit bureaus without your consent. There may be fees for placing,
lifting or removing a security freeze, which generally range from $5 to $20 per action. Unlfike a frand alert, you
niust separately place a security freeze on your credit file at each credif burean. Because the instructions for
how to establish a security freeze differ from state to state, please contact the three eredit bureaus to find out
more information,

Equifax Experian TransUnion

P.0O. Box 105788 P.O. Box 9554 Fraud Victim Assistance Division
Atlanta, Georgia 30348 Allen, Texas 75013 P.0O. Box 6790
www,equifax.com www.experian.com Fullerton, California 92834-6790

wavwy. transunion.com

The credit bureaus may require you lo verify your identity prior to placing a security freeze on your credit file,
You may be asked o provide information such as your full name with middle initia and generation; your Social
Security number; your date of birth; proof of your current residential address; addresses where you have lived
over the past five years; and a legible copy of a government-issued ID.

For Maryland Residents, You may obtain information about preventing and avoiding identity theft fron: the
Maryland Office of the Attomey General, You can contact the Maryland Office of the Attorney General at:

Maryland Office of the Attomey General
Consumer Protection Division

200 St. Paul Place, Baliimore, MD 21202
Telephone: 888-743-0023
www.oag,state.md.us

For Massachusetts Residents, The credit bureaus may charge you a fee of up to 35 to place a freeze on your
credit file, and may require that you provide proper identification prior to honoring your request. There is no
charge, however, o place, lift or remove a security freeze if you provide the credit bureaus with a valid police
report, You have the right to.obtain a police report if you are a victim of identity thefl.

For North Carolina Residents, You can obtain information from the North Carolina Aitorney General’s
Office about steps you can take to help prevent identity theft. You can confact the North Caroling Attorney
General at:

North Carolina Attomey General’s Office

9001 Mail Service Center

Raleigh, NC 27699-9001

Telephone: 919-716-6400 or 877-566-7226 (toll-free in North Carofina)
www.ncdaj.gov



